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A B S T R A C T   

Deepfakes are generated using sophisticated deep-learning models to create fake images or videos. As the 
techniques for creating deepfakes improve, issues like defamation, impersonation, fraud, and misinformation on 
social media are becoming more prevalent. Existing deep learning-based deepfakes detection models are not 
interpretable and don’t generalize well when tested across diverse deepfakes generating techniques and datasets. 
Therefore, the creation of reliable and effective deepfakes detection algorithms is required which are not only 
generalizable but also interpretable. This paper introduces a novel graph neural network-based architecture to 
identify hyper-realist deepfake content. Currently, very limited efforts have been done to address the problem of 
deepfakes detection using graph neural networks. The proposed model is based on the pyramid structure that 
takes advantage of multi-scale images property by extracting features with progressively smaller spatial sizes as 
layer depth increases. The method first sliced the image into patches, which are referred to as nodes, and then 
constructed a graph by connecting the nearest neighbors. To transform and exchange information between all 
nodes, the proposed model has two basic modules: GraphNet, which uses graph convolution layers to aggregate 
and update graph information, and FFN, which has linear layers for the transformation of node features. The 
effectiveness of the method is assessed using the diverse Deepfake Detection Challenge dataset (DFDC), Face-
Forensics++ (FF++), World Leaders dataset (WLRD), and the Celeb-DF. To demonstrate the generalizability of 
the proposed method for accurate deepfakes detection, open/close set, cross-set, and cross-corpora evaluations 
were also performed. The AUC values of 0.98 on FF++, 0.95 on Celeb-DF, 0.92 on DFDC, and 1.00 on most of the 
sets of WLRD datasets demonstrate the efficacy of the method for identifying manipulated facial images produced 
using various deepfakes techniques.   

1. Introduction 

The advancement in Artificial intelligence (AI) techniques, particu-
larly deep neural networks, has allowed the generation of highly real-
istic deepfake content. The digitally fabricated content known as 
“Deepfakes” has captivated the interest of technical as well as non-tech 
individuals and can have positive and negative impacts on society. 
Deepfakes are AI-synthesized images, videos, or audios that are mainly 
generated using two techniques: autoencoders (AEs) and generative 
adversarial networks (GANs). AEs first extract the latent facial features 
from the source’s image and then utilize the extracted features to 
reconstruct the manipulated face image. Whereas GANs simultaneously 
train two competing networks: a generator and discriminator, to create 

realistic deepfakes. The generator network continues learning the cre-
ation of fake content that can deceive the discriminator, whereas the 
discriminator distinguishes between fake and real data. The GANs stop 
learning when the discriminator is unable to differentiate real content 
from fake one. The hyper-realistic fake content generated using AEs and 
GANs has raised serious social and global concerns about potential 
misuse such as disseminating fake videos of renowned personalities, 
hacking speech, and face recognition systems, spreading misinformation 
on electronic media, fabricating digital evidence, etc. As a result, it has 
the potential to defame victims, incite religious and political conflicts 
between nations, mislead the public, and can endanger people, societies, 
governmental organizations, and even countries. Aside from the disad-
vantages, deepfakes have innovative and productive benefits such as 
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recreating the deceased actor, reanimating the historical scientists, 
video dubbing, virtual shopping, and photo editing (Deepfakes and 
Digital Resurrections, 2022), etc. 

Deepfakes can be classified into several categories: face swap, entire- 
face syntheses, face attribute manipulations, expression swap, and lip- 
syncing. Face swapping involves replacing a person’s face in a target 
image or video with the face of another person while keeping the actors’ 
expressions, the target image’s background, and illumination condi-
tions. FaceSwap (FaceSwap Live, 2018), DeepFakes (DeepFace Lab, 
2022), and FaceShifter (Li et al., 2019) are methods that can be used to 
swap people’s faces. This kind of manipulation can benefit the film in-
dustry, but it can also be used for unethical purposes like financial fraud, 
false stories, etc. In entire face synthesis, realistic, high-quality, and non- 
existent faces are generated through GANs. A new technique, StyleGAN 
(Tov, Alaluf, Nitzan, Patashnik, & Cohen-Or, 2021) has recently been 
developed to produce highly realistic synthetic facial images. In order to 
disseminate disinformation on social media, this kind of manipulation 
has the potential to create fake personas. Attribute manipulation also 
known as face editing includes the alteration of some facial character-
istics (such as hair, skin color, gender, age, etc.). Face editing can be 
utilized to test out eyewear, hairstyles, or makeup in a virtual setting 
(Masood et al., 2022). Generation techniques like StarGAN (Choi et al., 
2018) and applications such as FakeApp (Fakeapp, 2018) can be used to 
create attribute-manipulated images. Expression swapping is the process 
of swapping out one person’s expression for another in an image or 
video. Due to the ability to animate the target according to the attacker’s 
wishes, an expression swap can be employed to impersonate a person. 
Neural Textures (Thies, Zollhöfer, & Nießner, 2019), Face2Face (Kumar, 
Vatsa, & Singh, 2020), and Puppet mastery are famous techniques used 
for expression swapping. In lip-sync deepfakes, the lip movement of the 
target person is controlled by someone else voice. Generation algorithm 
like LipGAN (Prajwal, Mukhopadhyay, Philip, Jha, Namboodiri, & 
Jawahar, 2019) is used to create lip-sync deepfakes. 

Convolution Neural Networks (CNNs) are widely used for computer 
vision-based tasks such as image/video detection and classification for 
more than a decade. Many sophisticated CNN-based models have been 
proposed for deepfakes detection in the past few years and attained 
remarkable detection performance. In (Afchar, Nozick, Yamagishi, & 
Echizen, 2018), researchers proposed the MesoNet architecture for 
detecting mesoscopic artifacts in manipulated videos. The Expectation 
Maximization algorithm was used by (Guarnera, Giudice, & Battiato, 
2020) to extract local features from images. The classifiers K-Nearest 
Neighbor (KNN), Support Vector Machine (SVM), and Linear Discrimi-
nant Analysis (LDA) are then used to categorize real images from the 
CelebA dataset and fake images generated through five methods namely 
StarGAN, GDWCT, ATTGAN, StyleGAN, and StyleGAN2. This approach 
attained a good detection rate but is limited to the detection of GAN- 
generated deepfakes. In (Yavuzkilic, Sengur, Akhtar, & Siddique, 
2021), a multi-stream model is used for the detection of manipulated 
videos. Three different deep learning models i.e., VGG16, VGG19, and 
ResNet18 are used for feature extraction and their output is combined 
via using the fusion layer. The performance of this model is evaluated for 
their own and existing datasets including DeepfakeTimit HQ and Celeb- 
DF and achieved good detection results. However, this framework is not 
robust to face orientation and adversarial attacks. (Nirkin, Wolf, Keller, 
and Hassner (2021)) generated a hybrid architecture in which a person’s 
face and his background are extracted separately before being merged to 
make the prediction. In (Chintha et al., 2020), videos are treated as time- 
series data to capture the interconnectivity between different frames. 
Xception network (Chollet, 2017) is used to employ depth separable 
convolution layers to train the model on images. 

Contemporary DL architectures take input samples, compute their 
feature maps, and perform classification in a black box setting. In most 
of the scenarios, these methods perform well on the seen samples but are 
unable to offer better performance on the real-world samples, thus 
affecting the generalizability aspect. These models also lack the 

interpretability aspect where the working of the DL model is not visible, 
which means the decision-making traits are not even known. To over-
come this issue, graph neural networks (GNN) Bruna et al. (2013) are 
introduced which provide an interpretable approach to better capture 
the patterns from graphs and are able to offer enhanced performance. 
The input sample passed to the GNN is sliced into a number of patches, 
where each patch is a representation of the graph node. The edges make 
connectivity between the nodes on basis of color and texture similarity. 
GNN provides knowledge about the regions (nodes) and their connec-
tivity that are used for decision-making. All these properties make GNNs 
more interpretable than conventional DL methods. Considering all these 
properties, a novel “generalizable graph neural network” is proposed for 
deepfakes detection. The proposed method splices the images into N 
patches, considering each patch as a separate node, edges are created 
based on the feature vectors of each node through K-Nearest Neighbor. 
The generated graph further goes to the aggregation and update function 
which modifies the weights of edges after each iteration. The proposed 
method follows the pyramid architecture which takes the multiscale 
image properties and small spatial size as the layer goes deeper making 
the model to better capture the distinctive traits. Currently, very limited 
work has been done to address the problem of deepfakes detection using 
graph neural networks. The main contributions of this research work are 
as follows: 

A novel and robust GNN model is proposed for detecting different 
types of deepfakes generated via diverse manipulation algorithms. 
The proposed GNN-based deepfakes detection model employs a 
pyramid structure to better capture the distinctive traits of the image 
for reliable feature representation. 
PReLU activation function is employed in the proposed GNN, which 
not only fine-tunes the parameters of the proposed model but also 
avoids the vanishing gradient problem to improve the detection 
performance. 
The proposed method is capable of detecting real and fake graphs of 
video frames in biased datasets. 
Graph construction mechanism of the proposed GNN model is visu-
alized to demonstrate its interpretability. 
Extensive experimentation is performed on multiple deepfakes 
datasets including the cross-corpora evaluation to show the efficacy 
and generalizability of the proposed GNN model against the existing 
contemporary methods. 

2. Literature review 

The earlier research for face manipulation detection mostly focused 
on hand-crafted features that utilized various image attributes like 
Discrete Fourier Transform (DFT), facial landmarks, and image noise 
patterns to determine the fabricated artifacts. These techniques were 
mainly used to reveal the forged artifacts in images introduced by face 
manipulation techniques. However, such artifacts are becoming nearly 
invisible due to the development of powerful GAN models and other 
sophisticated multimedia compression techniques. As a result, it be-
comes more difficult to detect the residual artifacts, and the methods 
based on feature engineering could not yield sufficient results. However, 
CNN models extract and classify features automatically, thus providing a 
higher detection performance compared to manually created feature- 
based techniques. This section investigates the existing state-of-the-art 
approaches for deepfakes detection and highlights their potential 
limitations. 

2.1. Deepfake detection through deep learning techniques 

Several researchers relied on a single CNN-based model (Afchar 
et al., 2018; Bayar and Stamm, 2018; Guo, Yang, Chen, & Sun, 2021; Li, 
Yang, Sun, Qi, & Lyu, 2020; Rossler, Cozzolino, Verdoliva, Riess, Thies, 
& Nießner, 2019) for learning the artifacts present in deepfakes videos/ 
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images during the era of deep features-aided models. For image 
manipulation detection, (Afchar et al., 2018; Bayar and Stamm, 2018; 
Guo et al., 2021) trained the models from scratch (i.e., without using any 
pre-trained weights). Like, (Afchar et al., 2018) proposed two variations 
of CNN architectures: MesoNet-4, and MesoInception-4, which have 
only four convolution blocks influenced by the Inception network. 
Although a small number of layers were used to create a computation-
ally efficient framework, the model did not perform well in detecting 
deepfakes. (Guo et al., 2021) attempted to learn subtle manipulation 
traces by emphasizing fabricated content and suppressing image con-
tent. To eliminate the unnecessary image parts, the original image was 
subtracted from the feature map and thus allowed the residual network 
to concentrate on important details. In (Bayar and Stamm, 2018), a 
CNN-aided multipurpose technique was introduced that suppressed 
image content and learned forged features later. The above-mentioned 
methods performed well, but they require a significant number of 
samples to properly train the algorithms in order to obtain satisfactory 
performance. Furthermore, to train from scratch, these methods neces-
sarily require a resource-intensive system. 

The success of transfer learning (TL) in image classification tasks and 
its ability to reduce the need for large amounts of data to train a CNN 
model has motivated researchers to utilize TL to design CNN-based 
deepfakes detection methods. This lowers the requirement for devel-
oping resource-intensive systems. In Kumar et al. (2020); Nguyen, 
Yamagishi, and Echizen (2019); Güera and Delp (2018); Amerini, Gal-
teri, Caldelli, and Del Bimbo (2019); Wang and Deng (2021); Raza, 
Munir, and Almutairi (2022), deepfake detectors based on transfer 
learning techniques are discussed. Like, (Kumar et al., 2020) fed the 
cropped face into a parallel ResNet-18 network after dividing it into four 
non-overlapping blocks. To recognize the fake image, the deep features 
from different CNNs are combined into a single feature vector. The 
features from the local region are extracted for deepfake detection, but 
the model is unable to examine the relationship between local features. 
To distinguish manipulated faces, (Nguyen et al., 2019) used a portion of 
a pre-trained VGG-19 network followed by a capsule network. Güera 
and Delp (2018) detected the manipulated faces by first extracting facial 
frames using CNN architecture and then fed these features into a 
recurrent neural network (RNN) for classification. (Amerini et al., 2019) 
used optical flow between video frames to identify possible inter-frame 
abnormalities and used the VGG-16 model to detect forged videos. These 
methods reduced the need for a large amount of training data while 
producing good results. As these detectors search for artifacts left by a 
specific deepfake technique on a constrained face region but still fail to 
learn all artifacts across the entire facial region (Wang and Deng, 2021). 
It should be noted that the existence of the leftover artifacts varies 
depending on the deepfake technique used. As a result, such detectors 
failed to detect deepfakes generated by an unknown technique. Lately, 
(Raza et al., 2022) introduced a hybrid of transfer and deep learning 
methods for the detection of deepfakes using VGG-16 and CNN. The 
method performed well but require a large number of samples to 
adequately train the algorithm for better performance. 

The concept of generalizability is important to measure the efficacy 
of the model, as many contemporary methods have shown good results 
in capturing the traits of seen data, but their performance degrades on 
real-world unseen samples. Several works (Nirkin et al., 2021; 
Mohiuddin, Ganguly, Malakar, Kaplun, & Sarkar, 2022; Bonettini et al., 
2021; Tan and Le, 2019; Wolter, Blanke, Heese, & Garcke, 2022) 
introduced various techniques to overcome the limitation of generaliz-
ability as compared to other traditional methods. (Nirkin et al., 2021) 
devised a sophisticated model for detecting identity manipulation using 
confidence scores from a face recognizer. Images were cropped into a 
close facial and background region and then used these two regions 
through a model to get face recognition scores. The scores were then fed 
into a deep XceptionNet, which was used to detect face identity 
manipulation. However, as previously discussed, the use of the Xception 
model for deepfakes detection limits its capability to better understand 

the deepfake artifacts. Moreover, the model becomes resource-intensive 
with the addition of the face recognition method, and its ability for 
generalization cannot be guaranteed to unseen images. Lately, 
(Mohiuddin et al., 2022) introduced a feature fusion method to reduce 
generalization error and reliance on a single CNN-based model. The 
authors used a fine-tuned MesoInception-4 model to extract features 
from three different color spaces and then integrated them to form a 
single feature vector. Bonettini et al. (2021) examined the effect of an 
ensemble classifier when using various CNN models. Tan and Le (2019) 
employed Efficient Net as an ensemble model based on average voting 
for the detection of deepfakes. Because the models were evaluated using 
an intra-dataset framework, the generalization capability of this work 
cannot be guaranteed in an inter-dataset setup. Wolter et al. (2022) used 
the wavelet packet technique based on multi-scale image representation 
in space and frequency for the analysis of deepfakes. The wavelet 
packets enable the display of frequency domain differences while 
keeping some spatial information. The wavelets of both samples can be 
used to compare the discrepancies between real and fake samples. The 
approach works well only on the seen samples. 

2.2. Contemporary methods based on graph neural network 

This section provides a review of GNN-based approaches specifically 
in the field of image classification. CNN is frequently used for image 
classification but due to its black-box nature, researchers have started 
employing GNNs. GNN provides an interpretability aspect in image- 
related tasks as it is known to the individual, the nodes, and their con-
nectivity in grouping the similar artifacts of the samples. (Bruna, Zar-
emba, Szlam, and LeCun (2013)) were the first to present GNN by 
introducing graph convolution based on spectral graph theory. Since 
then, a number of works have been proposed to improve and extend 
spectral-based GNNs (Chang et al. (2021); Chen et al. (2022); Zhu and 
Koniusz, 2021). Although the use of graph neural networks for emerging 
fields appears to be encouraging, the complex nature of graph data poses 
significant challenges to many existing machine learning algorithms. In 
the field of image classification, for example, the use of GNN has still 
been limited to a few examples (Kampffmeyer et al. (2019); Wang, Ye, 
and Gupta (2018); Zhou et al. (2020)). Images can be transformed into 
structured graphs having the capability of being processed by GNNs 
using some carefully handcrafted graph construction methods or other 
supervised approaches. In these GNNs, each pixel of an image is treated 
as a graph node (Edwards and Xie, 2016), which is inefficient and often 
unnecessary. Instead of learning from individual image pixels, the use of 
patches addresses this issue (Knyazev, Lin, Amer, and Taylor (2019); 
Liang, Shen, Feng, Lin, and Yan (2016)) and aids in the reduction of 
graph size and thus computational complexity. There are many cutting- 
edge methods for detecting deepfakes, and GNNs have been employed in 
many fields of computer vision, including object detection and classifi-
cation. However, very limited efforts have been done to address the 
problem of deepfakes detection using graph neural networks till now. 
(Yan, Sun, Lang, Du, Zhang, and Wang (2022)) used graph learning for 
video deepfakes detection, however, their method suffers from the 
generalizability problem. (Kandasamy, Hubálovský, and Trojovský 
(2022)) applied the graph approach in LSTM and capsule networks, 
which increased the computational complexity of the architecture. The 
proposed method, on the other hand, employs an end-to-end graph 
neural network with a pyramid topology, which significantly decreases 
the model’s complexity. GNNs can effectively learn the features of 
interconnected facial landmarks. This ability allows GNN to overcome 
the problem of class imbalance, whereas CNN-based models overfit 
under this scenario. Most deepfakes datasets are biased toward fake 
samples; using GNN on these datasets will reduce the cost of data 
augmentation techniques. 
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3. Proposed methodology 

This section presents a detailed overview of the proposed GNN 
method for the detection of video deepfakes. The architecture of the 
proposed work is shown in Fig. 1. Firstly, the Multi-Task Cascaded 
Convolutional Neural Network (MTCNN) is employed to detect the 
facial region from the videos. The extracted facial frames are passed 
through image-to-visual embeddings block which splices the images into 
N patches. Each patch is treated as a single node, and edges are con-
structed using K-Nearest Neighbor based on the feature vectors of each 
node. The created graph is then passed to the aggregation and update 
function, which adjusts the edge weights after each iteration. The pro-
posed method employs the pyramid Resnet architecture, which in-
corporates multiscale image attributes and small spatial size as the layer 
depth increases, allowing the model to better capture distinguishing 
characteristics. The details of the proposed method are discussed in the 
subsequent sections. 

3.1. Facial frames extraction 

Multi-Task Cascaded Convolutional Neural Network is employed in 
the proposed method to extract the facial frames from the video. The 
MTCNN model can detect faces from videos through facial landmark 
features like eyes, nose, and mouth. Compared with other face detectors 
like Haar-cascade and Viola-Jones, MTCNN extracts minute facial 
landmarks details and better separates the facial portion from the rest of 
the frame (Xiang and Zhu, 2017). MTCNN detects the faces precisely by 
capturing coarse-to-fine detail even in different illumination and oc-
clusion conditions. 

3.2. Image-to-Visual embeddings 

GNN accepts graphs as input, so to convert an image into its corre-
sponding graph consisting of nodes and edges, image-to-visual embed-
dings are used, which aid in the creation of nodes from the image. Each 
facial frame of dimension 224 × 224 × 3 is split into N patches by using 
patch embeddings. It shows the lower dimensional representation of the 
image. It works by enlarging the patch window, making adjacent win-
dows overlap by half of the area, and pads the feature map with zeros to 
keep the resolution. The architecture of embedding is shown in Fig. 2. It 
consists of 3 depth-wise Convolution layers with zero padding size of 1 
between the fully connected layers and PReLu. The convolution layer 
takes h × w × c as the input size where h = w = 224 and c = 3, along with 
S stride, 2S − 1 as kernel size, S − 1 as padding, and C′ as the kernel 
number. The output size of the convolution layer is hS×

w
S × C′. 

3.3. Graph neural network 

Graph Neural Network takes nodes as the input instead of images. 
The extracted patches from the image to visual embeddings are first 
transformed into the nodes and then passed to the network for the 
processing of graphs. The details of graph creation and processing are 

discussed in the subsequent subsections. 

3.3.1. Graph creation 
Each extracted patch from the image is transformed into feature 

vector yi ∊ ℝM, where y = [y1, y2,…, yn], i = [1,2,3,…,n] and M are the 
feature dimensions. The extracted feature vectors are considered unor-
dered nodes which are represented as U = [u1, u2,…,un]. The K Nearest 
neighbors β(ui) of each node is calculated to create an edge eji that is 
directed from uj to ui for all uj ∊ β (ui). Then a graph G’ = (U, E) is ob-
tained, where E represents all the edges. In the following section, the 
graph creation is represented as G’ = G(X). 

3.3.2. Graph processing 
The graph is created using the features from G’ = G(X). A graph 

convolutional layer can exchange information between the nodes by 
pooling features from its neighboring nodes. Generally, each hidden 
layer l of the graph convolution layer works by taking the aggregate of 
the graph with its aggregated weight (L agg) and then updating the 
resultant with the updated weights (L update). It can be shown as: 

G′′ = F(G′

, L) = Update
(
Aggregate

(
G′

, Lagg
)
, Lupdate

)
(1) 

In Eqn. (1), G” represents the output graph of the lth layer, Lagg, and 
Lupdate show the learning weights of the aggregate and update functions, 
respectively. Aggregation and update functions are the most essential 
components of GNN. The aggregation function calculates the node’s 
representation by aggregating features from its nearest neighbors, 
whereas the update function merges the aggregated feature to compute 
new node representations. It can be shown as: 

y′

i = h
(
yi, g

(
yi, β(yi),Lagg

)
,Lupdate

)
(2)  

where β (yi) represents the neighboring nodes of yi, g and h denote the 
aggregation and update functions, respectively. From multiple types of 

Fig. 1. Architecture of proposed methodology.  

Fig. 2. Architecture of image to visual embeddings.  
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aggregation like mean aggregation, max pooling aggregation, and 
attention aggregation, the max pooling aggregation is employed in the 
proposed method. From each patch of the feature map with high mag-
nitudes, the max pooling aggregation chooses the maximum value. In 
this technique, each neighbor’s vector is fed independently through a 
fully connected neural network, and information from all the neighbors 
is aggregated using an elementwise max-pooling operation, which helps 
to reduce the loss of generality. It is shown as: 

g( • ) = y′′i = [yi,max
( {

yj − yi
⃒
⃒j∊β(yi)

})
] (3) 

In Eqn. (3), g(•) denotes the max relative aggregation. Additionally, 
there are numerous variations on the update function, including a gated 
network and multilayer perceptron. The proposed model employs the 
deep multilayer perceptron, as it is the collection of operations that 
compute features for each node representation in the neighbor set. The 
model successfully captures various characteristics of the neighborhood 
set by using the max-pooling operator on each of the computed features. 
The above graph processing shows the overall working of the Max- 
Relative Graph Convolution layer, and it can be denoted as: 

Y ′

= GraphConv(Y) (4) 

Further, a multi-top update method is used for graph convolution, 
which helps to discriminate between the diverse features of real and 
deepfake samples. The aggregated features y′′i are split into t tops, i.e., 
[top1, top2, …, topt], and after each iteration, the tops are updated with 
the new weight. The final values are concatenated from all the tops and 
are updated simultaneously. It can be shown as: 

y′i = [top1L1
update, top2L2

update,⋯, toptLt
update] (5) 

So, applying Eqn. (5) to the results of Eqn. (3), the updated features 
are obtained, which are shown as: 

t( • ) = g(•)Lupdate (6)  

where t( • ) shows the multi-top update function. 

3.4. Model architecture 

The proposed method follows the pyramid architecture which takes 
the multiscale image properties and small spatial size as the layer goes 
deeper making the model to better capture the distinctive traits. Several 
studies (Ullah and Petrosino, 2016) have demonstrated that using a 
pyramid structure enhances accuracy while reducing the number of 
parameters, making the model more robust. As a result, pyramidal 
structures are more suited to image-based datasets, where they can 
effectively capture the distinct characteristics of the samples with lower 
complexity. The image patches are passed through the GNN where they 
are transformed into graphs. The proposed model consists of a series of 
sequential and downsample blocks as shown in Fig. 3. Each Sequential 
block has a sub-block of GraphNet and FFN. GraphNet is composed of 2 
blocks of Conv2D along with BatchNormalization proceeded by PRelu, 
Graph Convolution layer, and another block of Con2D with BatchNorm. 
To integrate the node features into a single domain and increase the 
feature diversity, a linear layer both before and after graph convolution 
is used. A nonlinear activation function PReLu is used after the graph 
convolution in order to minimize the layer collision. GraphNet can be 
expressed as: 

X = σ(GraphConv(YLin))Lout + Y (7) 

Fig. 3. Architecture of graph neural network.  
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where X ∊ ℝN×M, Y is the input feature, Lin, and Lout show the weights of 
fully connected layers, and σ is the PRelu activation. 

The FFN block consists of 2 fully connected layers of Conv2D with 
BatchNorm proceeded by PReLu and again Conv2D with the Batch-
Norm. FFN block is used for node feature transformation and promoting 
node diversity to reduce the over-smoothing problem of conventional 
GNN. FFN block is shown as 

Z = σ (XL1)L2 +X (8) 

Prior GNNs mainly used a series of graphs convolution layers 
repeatedly to extract the aggregated features from the graphs. It causes 
the over-smoothing problem which makes the node features less distinct 
and has a negative impact on visual recognition performance. To address 
this problem, the number of feature transformations and nonlinear ac-
tivations is increased in the proposed methodology. 

The detailed setting of the GNN is shown in Table 1, where M is the 
feature dimension, H shows the hidden dimension ratio in FFN, K is the 
number of neighbors of GraphNet, and H × W is the size of the input 
image. To better process the graphs produced by the GNN into real or 
fake classes, the proposed method incorporates a new set of layers 
consisting of Conv2D, BatchNorm, PReLu, and the dropout connected to 
another fully connected layer activated by the softmax function. PReLu 
is used due to the presence of a learning parameter function, which helps 
in fine-tuning the activation function based on the learning rate, thereby 
resolving the problem of vanishing gradient. It improves model fitting 
with nearly zero additional computational cost and very less risk of 
overfitting. The SoftMax activation function is used for classification in 
the model’s final fully connected layer, which converts the vector 
probabilistically. When the training and testing samples are compared, it 
returns a probability distribution of real and fake samples. 

4. Experimental setup and results 

This section describes the datasets and the performance measures 
used to evaluate the efficacy of the proposed methodology. Extensive 
experimentation on large-scale and diverse datasets is performed for the 
evaluation of the proposed model. The details of the experiments and 
their results are also discussed in the subsequent sections. 

4.1. Datasets 

Performance of the proposed method is evaluated on the 

FaceForensics++ (Rossler et al. (2019)), Celeb-DF (Li et al. (2020)), 
World Leaders Dataset (Agarwal et al. (2019)), and DFDC-Preview 
(Dolhansky, Howes, Pflaum, Baram, and Ferrer (2019)) datasets. The 
details of these datasets are discussed in the following sections. 

4.1.1. FaceForensics++ dataset 
FaceForensics (FF)++ is one of the largest and most challenging 

deepfake datasets containing 1000 real videos from YouTube with 
frontal faces and no occlusions. Each video contains people from various 
races with accessories such as spectacles on their faces and frames with 
contrasting lighting, which make it more difficult to discriminate the 
fake samples from the real ones. Samples of FF++ are shown in Fig. 4. 
Deep learning and computer graphics-based techniques are used to 
manipulate these real videos into the following subsets, Deepfakes, 
FaceSwap, Face2Face, NeuralTextures, and FaceShifter. 

4.1.2. DFDC-P 
The Deepfake Detection Challenge Preview (DFDC-P) dataset con-

sists of 5000 videos both real and manipulated. The real videos are taken 
from the paid actors, and fake videos were generated with several 
Deepfake, GAN-based, and non-learned methods. Fake videos are 
generated by facial manipulation techniques including DeepFakes, 
Face2Face, etc. DFDC considers different acquisition scenarios (i.e., in-
doors, and outdoors), lightning conditions (i.e., day and night), distance 
from the person to the camera, pose variations, etc. DFDC is diverse in 
many perspectives like gender, skin tone, age, etc. Some samples of 
DFDC-P are shown in Fig. 5. 

4.1.3. Celeb-DF 
The Celeb-DF dataset includes 590 real and 5639 fake videos. The 

real videos are taken from YouTube, having interviews of celebrities of 
different genders, ages, and ethnic groups. Real-world videos show a 
wide range of variations such as a person’s facial size (in pixels), ori-
entations, lighting conditions, and backgrounds. The deepfake genera-
tion method optimizes the brightness and contrast of the facial images to 
reduce the discrepancy between the manipulated and the surrounding 
area. As a result, the manipulated videos are more deceptive and have 
higher visual quality. Some samples of Celeb-DF are shown in Fig. 6. 

4.1.4. World Leaders dataset 
World Leaders Dataset (WLRD) is a set of YouTube videos featuring 

world-famous political leaders such as Barack Obama, Hillary Clinton, 
Joe Bidden, Elizabeth Warren, Donald Trump, and Bernie Sanders 
containing their original, comedic imposter, and faceswap subsets that 
can be seen in Fig. 7. There are also lip-sync and puppet-master subsets 
in the Obama collection. The face swap subset of the WLRD dataset is 
created by replacing a leader’s original face with its comedic imposter. It 
is very uneven as it contains a very small proportion of fake videos 
compared to real videos of each leader. 

4.2. Experimentation protocols 

Facial frames extracted from MTCNN are resized to 128 × 128 res-
olution. For each experiment, the split ratio of 80:20 is set, where 80% of 
the frames are used for training and the rest 20% for testing. The 
implementation of the proposed model is based on PyTorch. The 
hyperparameters used in the training process are shown in Table 2. All 
experiments were performed on a high-performance computing ma-
chine with the following specifications: 4 NVIDIA Tesla V100 16G GPUs, 
192 GB RAM, and 48 CPU Cores at 2.10 GHz. 

4.3. Performance evaluation of proposed method 

To demonstrate the effectiveness of the proposed method for deep-
fakes detection, a rigorous experiment was designed on the FF++, 
Celeb-DF, DFDC, and WLRD datasets. Each subset of the dataset has two 

Table 1 
Detailed settings of graph neural network.  

Stage Output size Proposed model 

Stem H
4
×

W
4 

Conv × 3 

Stage 1 H
4
×

W
4 

⎡

⎣
M = 80
H = 4
K = 9

⎤

⎦× 2 

Downscaling H
8
×

W
8 

Conv 

Stage 2 H
8
×

W
8 

⎡

⎣
M = 160

H = 4
K = 9

⎤

⎦× 2 

Down sampling H
16

×
W
16 

Conv 

Stage 3 H
16

×
W
16 

⎡

⎣
M = 400

H = 4
K = 9

⎤

⎦× 6 

Down sampling H
32

×
W
32 

Conv 

Stage 4 H
32

×
W
32 

⎡

⎣
M = 640

H = 4
K = 9

⎤

⎦× 2 

Head 1 × 1 Pooling and Multi-Layer Perceptron 
Parameters (in Millions) 

FLOPS (in Billions) 
27.3 
4.6  

F. Khalid et al.                                                                                                                                                                                                                                  



Expert Systems With Applications 222 (2023) 119843

7

classes, real having pristine samples and fake having manipulated 
samples. The efficacy of the proposed model is evaluated on the 20% 
unseen samples of each dataset. The results of this experiment are pre-
sented in the subsections. 

4.3.1. Evaluation on FaceForensics++

This experiment is designed to examine the performance of the 
proposed method for the classification of different types of deepfakes. 

For this purpose, the proposed model was evaluated on each subset of 
the FF++ dataset (FaceSwap, Deepfakes, Face2Face, NeuralTextures, 
and FaceShifter), and the results are presented in Table 3. From the 
results in Table 3, it can be observed that the proposed model achieved 
remarkable performance on the Deepfakes manipulation technique 
which indicates a strong capability of the model for detecting swapped 
faces generated via deep learning techniques. These results show that 
the proposed model is capable of capturing those traits that help to 

Fig. 4. Samples of FaceForensics++.  

Fig. 5. Samples of DFDC-P.  

Fig. 6. Samples of Celeb-DF.  
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identify changes and static textures. The detection accuracy of the 
proposed model is lowest on the Face2Face and NeuralTextures sets 
which are 62.49% and 75.09%, respectively. The expression swapping 
technique is used in both sets to generate fake faces with very few se-
mantic changes which are quite difficult to detect. This indicates that 
detecting this type of manipulation is a difficult task. 

4.3.1.1. Evaluation on World Leaders dataset. To analyze the 

effectiveness of the proposed method for the detection of real and fake 
videos of World Leaders Dataset, the model was trained and tested on 
each leader (Obama, Clinton, Warren, Sanders, and Trump) deepfakes 
type (FaceSwap, Imposter, and LipSync) with their real samples. For 
instance, the model was trained on the training FaceSwap set of Obama 
with its real samples and evaluated on its test set. It can be seen from 
Table 4, the model remarkably performed well on all leader deepfakes 
types. On many subsets, the model is able to achieve 1.00 AUC, 
excluding Trump for which the AUC is 0.92. It can be observed from the 
dataset that Trump’s imposter is very similar to its real face which in-
creases the possibility of lower detection results as compared to the 
other leaders. The overall results on WLRD dataset demonstrate that the 
proposed method is capable of identifying the distinctive traits of real 
and fake samples. 

4.3.1.2. Evaluation on Celeb-DF. To assess the efficacy of the model in 
for deepfakes detection, real samples were tested with the fake samples 
of diverse Celeb-DF dataset. The model achieved a remarkable accuracy 
of 93.9% and 0.95 AUC when the real samples were tested with the fake 
samples of the dataset. Celeb-DF has a class imbalance problem, with 
590 real and 5639 fake videos. The proposed method captures the traits 

Fig. 7. Samples of world leader.  

Table 2 
Hyperparameters of the proposed method.  

Hyperparameters Value 

Learning Rate 0.0002 
Learning Rate scheduler Step 
Batch Size 128 
Optimizer AdamW 
Optimizer Momentum 0.9 
Weight Decay 0.05 
Epochs 100 
Dropout Rate 0.6  

Table 3 
Performance Evaluation on FF++.  

Generative technique Deepfakes FaceSwap Face2Face FaceShifter NeuralTextures Combined 

Acc  98.97%  98.07%  62.49%  97.7%  75.09%  97.16% 
AUC  0.99  0.98  0.69  0.99  0.78  0.98  

Table 4 
Performance Evaluation on WLRD.  

Leaders Obama Clinton Warren Sander Trump 

Generative Technique Fs Imp Lip Fs Imp Fs Imp Fs Imp Imp 

Acc  99.7%  99.5%  99.8%  98.12%  95.56%  91.94%  94.7%  99.64%  98.59%  87.6% 
AUC  1.00  1.00  1.00  0.90  0.97  0.95  0.97  1.00  0.91  0.92  
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of the samples on the basis of color and texture change. Despite the class 
imbalance issue, it distinguished the highly realistic swapped faces of 
Celeb-DF with very little color discrepancy and lower temporal flick-
ering with impressive results, which makes it very difficult to detect the 
forgeries. 

4.3.1.3. Evaluation on DFDC. To examine the performance of the pro-
posed method in detecting deepfakes of the DFDC dataset, real samples 
were tested with the fake samples and achieved an accuracy of 92.05% 
and an AUC of 0.92. After examining the DFDC dataset, it is observed 
that the majority of the videos were recorded under very dark lighting 
conditions, which are difficult for the model to discriminate. It is note-
worthy that the proposed method can distinguish between real and fake 
samples even when there is low brightness and side pose of the person. 
As in many videos, two actors are conversing which only shows their 
side angles. Despite having diversity in the dataset along with these 
variations, the proposed model is still able to remarkably detect the 
deepfake artifacts. 

4.4. Cross corpora evaluation 

To evaluate the robustness of the proposed method, cross-corpora 
evaluation was conducted. The main goal of this experiment was to 
evaluate how effectively the proposed methodology performs in real- 
time circumstances. To cross-validate the deepfake samples, the 
following experiments were performed i.e., close and open set, cross-set, 
and cross-dataset. The details of the experiments are discussed in the 
subsequent sections. 

4.4.0.1. Cross set on FF++

To evaluate the generalizability of the proposed model for subsets of 
the FF++ dataset, a cross-set experiment was designed. This experiment 
is carried out to test the robustness of the identity swap and expression 
swap methods. To detect identity swapping, the model was trained on 
real and fake samples of FaceSwap, Deepfakes, and FaceShifter (FS + DF 
+ FSh) subsets. Whereas for expression swapping, the model was trained 
on the real and fake samples of Face2Face and NeuralTextures (F2F +
NT). Two types of testing were performed on these sets, close-set, and 
open-set. In close-set testing, the model trained on any of the sets 
(identity swap or expression swap) was tested individually on each of its 
subsets. For instance, the model trained on (FS + DF + FSh) was tested 
separately on FS, DF, and FSh subsets. While in open-set testing, identity 
swapping is tested on the expression swapping subsets and vice versa. 
For instance, the model trained on (FS + DF + FSh) was tested on the 
subsets of F2F and NT. The results of this experiment are presented in 
Table 5. It can be seen that the model performed well on both the open 
and close-set scenarios. Close-set accuracy is slightly higher than open- 
set because the model is tested on subsets seen during the training phase. 
The model also performed well on an open-set, where the proposed 
approach was evaluated on unseen samples. This demonstrates the 
effectiveness of the method in identifying forgery traits that differ from 
those found in the training samples. The results of close sets are above 
80% except for FaceShifter which is generated by complex GANs 

architectures making it extremely difficult to reliably capture the 
distinctive traits of the texture. As a result, it can be concluded that the 
proposed method overall achieved very good generalizability in close- 
set testing and reasonably well in the open-set scenario. 

4.4.0.2. Cross set evaluation on WLRD 
This experiment was performed to check the intra-class robustness of 

the proposed model on different manipulative sets of the same leader. 
Each leader’s FaceSwap set was tested against the imposter set and vice 
versa. For instance, the model trained on Obama’s FaceSwap was tested 
against its imposter and lip-sync sets. The FaceSwap of the leader is 
created by swapping the face of its comedic impersonator with its real 
face. It can be observed from Table 6, all the sets achieved remarkable 
accuracies when tested against the different sets. Each leader’s Face-
Swap set has more resemblance with its impersonator, that’s why the 
proposed model better classifies in this scenario. While for Obama’s Lip- 
sync set, only a small facial area around the lips is modified, so the model 
slightly misclassified the fake samples with real ones. The overall per-
formance of the proposed model in this scenario is convincing, as it has 
the ability to generalize well on cross-set samples. 

4.4.0.3. Cross dataset 
To test the generalizability of the proposed method across entirely 

different datasets, cross-dataset experiments were designed using the 
FF++, WLRD, Celeb-DF, and DFDC datasets. The experiment has the 
following scenarios: (i) training on FF++, testing on WLRD, and vice- 
versa, (ii) training on FF++, testing on Celeb-DF, and vice-versa, (iii) 
training on FF++, testing on DFDC, and vice-versa, (iv) training on 
WLRD, testing on Celeb-DF, and vice-versa, (v) training on WLRD, 
testing on DFDC and vice-versa, and (vi) training on Celeb-DF, testing on 
DFDC, and vice-versa. The outcomes of all the above scenarios are 
shown in Tables 7 and 8. It can be observed from both Tables that Celeb- 
DF and DFDC performed better as compared to the other datasets when 
tested against FF++, and WLRD datasets. Celeb-DF and DFDC are very 
diverse as compared to other datasets; they contain facial frames having 
different lighting conditions and backgrounds, age, gender, and distinct 
ethnicities. Both datasets are based on real and fake samples generated 
through the identity-swapping technique. The model gave remarkable 
accuracy of more than 70% on these datasets, considering the cross- 
dataset scenario. On the other hand, FF++ and WLRD are based on 
the expression as well as identity swapping technique. Furthermore, 
WLRD is only limited to the videos of five leaders that’s why it doesn’t 
give convincing results as compared to other datasets. Thus, when these 
datasets were tested against DFDC and Celeb-DF, the proposed model 
experienced a drop in performance to 60%. Due to the diversity of each 
dataset, considering the results around 60–70% are reasonable in a 
cross-dataset scenario. Each dataset differs from the others due to the 
inclusion of diverse races, ages, geographic locations, lighting condi-
tions, and face accessories. 

4.5. Comparison with contemporary methods 

The proposed graph neural network was compared to the current 
state-of-the-art techniques in order to assess its efficacy for deepfake 
detection among the comparative methods. Performance of the pro-
posed model was compared with (Amerini et al., 2019; Chugh, Gupta, 
Dhall, & Subramanian, 2020; Heo, Choi, Lee, & Kim, 2021; Nguyen 
et al., 2019; Nirkin et al., 2021; Rossler et al., 2019; Thies et al., 2019) on 
the FF++ dataset, (Bonettini et al., 2021; Chugh et al., 2020; Heo et al., 
2021) on the DFDC dataset, and with (Chintha et al., 2020; Nirkin et al., 
2021; Wang and Deng, 2021) contemporary methods on the Celeb-DF 
dataset. The results are shown in Tables 9 and 10. It is noticeable that 
when comparing the performance of the combined FF++ with 
contemporary methods, (Bonettini et al., 2021) method attained the 
lowest accuracy of 94.0%, (Nguyen et al., 2019) method achieved an 
accuracy of 95.53%, whereas the proposed method achieved an 

Table 5 
Cross-Set evaluation of proposed method on FF++.  

Identity Swap Train Set FS + DF + FSh  
Close Set Open Set 

Test Set FS DF FSh NT F2F 
Acc 89.3% 85.72% 79.23% 61.3% 73.5% 
AUC 0.92 0.88 0.82 0.69 0.75 

Expression Swap Train Set F2F þ NT  
Close Set Open Set 

Test Set F2F NT FS DF FSh 
Acc 80.1% 86.3% 73.1% 69.9% 52.7% 
AUC 0.85 0.90 0.75 0.72 0.59  
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accuracy of 97.16% which is the highest among the stated methods. The 
proposed method achieved an average accuracy gain of 2.39% 
compared to the existing approaches. When comparing each subset of 
FF++ to state-of-the-art methods, the proposed method has higher 
detection accuracy on Deepfakes, FaceSwap, and FaceShifter subsets. 
The proposed model can remarkably capture the artifacts of attribute 
manipulation as compared to the other methods. (Nirkin et al., 2021) 
has shown lower results on all the subsets of FF++, as it extracts the 
facial area from the background and uses both regions to get facial 
recognition scores. The scores are passed to XceptionNet which detects 

the identity manipulation. This methodology limits the capability to 
better understand the deepfake artifacts and thus is not able to perform 
well on detection tasks. The proposed model has shown slightly lower 
detection accuracy on Face2Face and NeuralTextures as expression- 
swapped faces generated through these algorithms are quite difficult 
to detect due to very little semantic change. 

Performance of the proposed method was compared on the DFDC 
and Celeb-DF datasets with (Bonettini et al., 2021; Chugh et al., 2020; 
Chintha et al., 2020; Nirkin et al., 2021) methods respectively. It is 
noticeable that the proposed method has the highest accuracy among 
all. This comparison demonstrates that the proposed graph neural 
network-based approach outperforms the current deepfake detection 
techniques and can reliably be used to detect various deepfake types. 

The proposed model was also compared with (Agarwal, Farid, El- 
Gaaly, & Lim, 2020; Agarwal et al., 2019) on the WLRD and the re-
sults are displayed in Table 10. (Agarwal et al., 2020) used several 
experimental techniques, a single class SVM was trained on the subsets 
of all leaders and the model achieved an overall average AUC of 0.93. 

Table 6 
Cross-Set evaluation of proposed method on WLRD.  

Leaders Obama Clinton Warren Sander 

Train Set FS Imp Lip FS Imp FS Imp FS Imp 

Test Set Imp LS FS LS Imp FS Imp FS Imp FS Imp FS 

Acc  94.2%  89.5%  91.8%  90.3%  82.01%  83.8%  96.1%  91.7%  84.2%  87.3%  93.6%  91.1% 
AUC  0.96  0.91  0.94  0.92  0.86  0.89  0.99  0.96  0.89  0.91  0.96  0.94  

Table 7 
Cross-Dataset Evaluation of Proposed Method on FF++ and WLRD.  

Train Set FF++ WLRD 

Test Set WLRD Celeb-DF DFDC FF++ CELEB-DF DFDC 

Obama Clinton Warren Sander Trump 

Acc  69.1%  65.8%  67.6%  63.4%  59.12%  73.4%  71.01%  59.6%  74.73%  73.1% 
AUC  0.72  0.68  0.65  0.64  0.61  0.76  0.73  0.62  0.79  0.75  

Table 8 
Cross-Dataset Evaluation of Proposed Method on Celeb-DF and DFDC.  

Train Set Celeb-DF DFDC 

Test Set FF++ WLRD DFDC FF++ WLRD Celeb-DF 

Acc  69.6%  69.36%  61.3%  68.9%  76.1%  72.12% 
AUC  0.72  0.71  0.65  0.70  0.79  0.75  

Table 9 
Comparison with contemporary methods using FF++, DFDC, and Celeb-DF datasets.  

Datasets 

Paper Technique DF F2F FS NT Face Shifter Combined (FF++) DFDC Celeb-DF 

Thies et al. (2019) Pseudo-fake Generator  98.88  98.13  94.13  88.38  –  –  –  – 
Nirkin et al. (2021) RNA  94.5  80.3  84.5  74.0  –  –  –  66.2 
Chintha et al. (2020) XceptionNet 

(Kl)  
–  –  –  –  –  –  –  93.7 

Rossler et al. (2019) XceptionNet  96.36  86.8  90.29  80.67  –  –  –  – 
Nguyen et al. (2019) CapsuleForensicNoise  –  –  –  –  –  95.53  –  – 
Amerini et al. (2019) VGG-16  –  81.61  –  –  –  –  –  – 

ResNet-50  –  75.46  –  –  –  –  –  – 
Bonettini et al. (2021) Ensemble of CNNs  –  –  –  –  –  94.0  87.8  – 
Heo et al. (2021) ViT and Distillation  96.7  93.21  95.8  –  –  –  –  – 
Chugh et al. (2020) MDS  94.9  93.05  95.4  –  –  –  91.5  – 
Proposed GNN  98.97  62.49  98.07  75.09  97.7  97.16  92.05  93.9  

Table 10 
Comparison with existing methods on WLRD.  

Paper Subset Obama Clinton Warren Sander Trump Combined 

Agarwal et al. (2019) FS  0.95  0.95  0.98  0.96  – 0.93 
Imp  0.94  0.93  1.00  0.94  0.94 
LS  0.83  –  –  –  – 

Agarwal et al. (2020) –  –  –  –  –  – 0.94 
Proposed FS  1.00  0.90  0.95  1.00  –  

0.98 Imp  1.00  0.97  0.97  0.91  0.92 
LS  1.00  –  –  –  –  
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(Agarwal et al., 2019) face swap deepfake detector accomplished a 
higher AUC of 0.94 on the WLRD by utilizing appearance and behavior 
characteristics. On the WLRD dataset, the proposed graph neural 
network outperformed both comparative models with a combined AUC 
of 0.98 and 1.00 on most of the subsets. 

Overall, the proposed method outperforms existing state-of-the-art 
techniques on all datasets, demonstrating its ability to detect various 
types of facial deepfakes. The proposed method is evaluated using four 
distinct datasets (FF++, WLRD, DFDC, and Celeb-DF), which are 
entirely different from one another and comprise facial images produced 
by different deepfakes techniques. These datasets have different facial 
manipulation techniques like entire facial synthesis, attribute swapping, 
and expression swapping. The effectiveness of the model across all 
datasets indicates its ability to generalize well on manipulated facial 
images generated using various deepfakes methods. 

4.6. Ablation study 

An ablation study was designed on FF++ and DFDC datasets to 
demonstrate the effectiveness of various activation functions and graph 
convolution in the proposed method for deepfakes detection. 

4.6.1. Effect of activation function 
This experiment was carried out to analyze the impact of activation 

function on the proposed methodology. For this purpose, the proposed 
model was evaluated with various activation functions and the results 
are presented in Table 11. In comparison to other activation functions, 
the proposed method using PReLU has achieved the highest perfor-
mance on both datasets. PReLU has a learnable parameter that can be 
adjusted during training to improve the performance of the network. 
This parameter is used to control the slope of the negative part of the 
function. PReLU can also help to mitigate the dying ReLU problem by 
allowing the negative slope to be learned during training, which can 
prevent neurons from becoming “dead” and enable the network to learn 
more complex functions. PReLU appeared to perform better in tasks 
requiring high-level feature learning, whereas HSwish seems to be more 
efficient and effective in low-resource conditions. In comparison to other 
activation functions, PReLU has shown remarkable performance in the 
proposed methodology because of its capacity to learn the negative 
slope during training. 

4.6.2. Effect of graph convolution 
This experiment was designed to assess the effectiveness of graph 

convolution on the proposed methodology. For this purpose, the pro-
posed method was tested on the variants of graph convolution i.e., 
MaxRelative (MR) graph convolution, GraphSAGE, Edge GraphConv, 
and Graph Isomorphism Network (GIN). The results are demonstrated in 
Table 12. It is noticeable that the MR graph convolution (Li et al., 2019) 
has shown the highest accuracy when compared with other variants. 
GNN’s dynamically shifting neighbors aid in alleviating the over- 
smoothing problem, resulting in a significantly broader receptive field. 
To enhance the receptive field, MR GraphConv recomputes edges be-
tween vertices in the feature space of every layer. MR GraphConv 
combines the best properties of GraphSAGE (Hamilton, Ying, and 
Leskovec (2017)), GIN (Xu, Hu, Leskovec, and Jegelka (2018)) and Edge 
GraphConv (Wang et al. (2019)) to compute the best results as compared 

to the individual methods. MR GraphConv is based on the idea of rela-
tive position, which enables it to gather more information about the 
node’s neighborhood. This results in more expressive node representa-
tions that can better capture the complex relationships between nodes in 
a graph. MR GraphConv is designed to be more scalable, and robust than 
Edge GraphConv, GraphSAGE, and GIN, which become computationally 
expensive as the size of the graph increases. In order to analyze larger 
networks more effectively, MR GraphConv reduces the dimensionality 
of the node embeddings using max-pooling aggregation. When aggre-
gating the feature vectors of nearby nodes, max-pooling is used rather 
than concatenation to lower the size of the feature vectors, which in turn 
reduces the memory consumption of the model. As a result, our findings 
demonstrate that MR GraphConv performed the best among the other 
variants. Thus, we employed the MR GraphConv in the proposed model. 

4.7. Interpretability analysis of proposed GNN model 

To better investigate the interpretability factor of the proposed 
model, the constructed graph structure of the image is visualized. Each 
image having a size of 224 × 224 is spliced into 12 × 12 patches referred 
to as nodes. A feature map of each node is computed which is further 
used to find the neighboring nodes based on KNN. A graph is constructed 
from the 12 sequential blocks of the graph neural network, where in 
early blocks; edges are created in the nearest neighbors having similarity 
in the content. As the depth of the sequential blocks increases, nodes 
start to make connections on the whole graph by capturing similar low- 
level features like the color and texture of other nodes. Fig. 8 displays the 
constructed graph of an image at sequential blocks 1 and 12. For 
instance, only two center nodes are visualized with some of their edges. 
From each center of the node, edges are created and make their con-
nectivity with the nodes having similar traits. It can be seen in Fig. 8(b) 
that the edges created between nodes after 1st sequential block are 
closer to their similar neighboring nodes, which shows the connectivity 
of the nodes based on their content (Han, Wang, Guo, Tang, & Wu, 
2022). It can be noticed from Fig. 8(c) that as the created graph passes to 
the subsequent sequential blocks, edges are updated continuously and, 
they start to make the connectivity on the low-level features of the entire 
image. The proposed method can gradually connect the nodes according 
to their content and semantic properties and pass the updated graph to 
the classification layers to better help in distinguishing between real and 
fake samples. 

5. Conclusion 

This paper has presented a novel generalized and interpretable graph 
neural network to detect synthetic facial images produced by a variety of 
deepfakes techniques. The proposed GNN model uses a pyramid archi-
tecture to better capture the distinguishing characteristics of the video 
frames for reliable feature representation. In the proposed GNN model, 
PReLU activation function is used, which not only fine-tunes the pa-
rameters of the model but also avoids the vanishing gradient problem to 
improve detection performance. The proposed method is interpretable 
as it highlights the discriminative traits which help the model in better 
decision-making of real and fake samples. To capture every detail of the 
video frame, GNN makes connectivity of the patches based on their 
content as well as the low-level features. Rigorous experimentation was 
performed on four diverse deepfakes datasets i.e., FF++, WLRD, Celeb- 

Table 11 
Performance evaluation on different activation functions.  

activation functions Accuracy on DFDC Accuracy on FF++

PReLU  92.05  97.16 
GeLU  90.19  91.88 
ReLU  78.13  84.7 
LeakyReLU  85.01  71.3 
Hswish  87.91  95.43  

Table 12 
Performance evaluation on different graph convolutions.  

Graph convolution Accuracy on DFDC Accuracy on FF++

MR GraphConv  92.05  97.16 
GraphSAGE  61.66  79.9 
Edge GraphConv  73.19  92.04 
GIN  43.9  56.11  
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DF, and DFDC including the cross-corpora, cross-set, close-set, and open- 
set evaluation of the proposed framework. Experimental results show 
that the model can successfully detect all types of facial image manip-
ulation, including Deepfakes, FaceSwap, Expression Swap, and Attribute 
Manipulation. Moreover, experimental findings demonstrated the pro-
posed model’s outstanding generalizability for cross-set, open/close-set, 
and cross-dataset evaluation. In the future, we tend to strengthen the 
robustness of the proposed model for all kinds of visual synthetic content 
in order to further increase its generalizability. 
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