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Abstract—The emergence of deepfake videos presents a significant challenge to the integrity of visual content, with potential 
implications for public opinion manipulation, deception of individuals or groups, and defamation, among other concerns. 
Traditional methods for detecting deepfakes rely on deep learning models, lacking transparency and interpretability. To instill 
confidence in AI-based deepfake detection among forensic experts, we introduce a novel method called ExplaNET, which 
utilizes interpretable and explainable prototypes to detect deepfakes. By employing prototype-based learning, we generate a 
collection of representative images that encapsulate the essential characteristics of both real and deepfake images. These 
prototypes are then used to explain the decision-making process of our model, offering insights into the key features crucial for 
deepfake detection. Subsequently, we utilize these prototypes to train a classification model that achieves both accuracy and 
interpretability in deepfake detection. We also employ the Grad-CAM technique to generate heatmaps, highlighting the image 
regions contributing most significantly to the decision-making process. Through experiments conducted on datasets like 
FaceForensics++, Celeb-DF, and DFDC-P, our method demonstrates superior performance compared to state-of-the-art 
techniques in deepfake detection. Furthermore, the interpretability and explainability intrinsic to our method enhance its 
trustworthiness among forensic experts, owing to the transparency of our model. 

Index Terms—Deepfakes detection, DFDC, ExplaNET, Explainability, FaceForensics++, Interpretability, Prototype learning, xAI. 
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1 INTRODUCTION

HE rise of deepfake technology in recent years has 
attracted considerable attention due to its ability to 

generate remarkably lifelike synthetic media content, 
spanning videos, images, and audio. While this technolo-
gy finds applications in entertainment and artistic expres-
sion, it also presents significant risks to individuals, or-
ganizations, and society at large. The potential misuse of 
deepfakes includes spreading misinformation, manipulat-
ing public opinion, and facilitating various forms of 
fraudulent activities. Consequently, there is an escalating 
need for robust deepfake detection methods. Traditional-
ly, deepfake detection approaches have relied on either 
handcrafted feature-based techniques or end-to-end deep 
learning methods trained on extensive datasets of authen-
tic and synthetic content. However, these approaches ex-
hibit several limitations. They are susceptible to adversar-
ial attacks, lack interpretability and explainability, and 
demonstrate restricted generalization capabilities. 

Deep neural networks (DNNs) have achieved remark-

able success in various computer vision tasks. However, 
their inherent "black box" nature poses challenges in un-
derstanding their decision-making mechanisms. To ad-
dress this limitation, there is a growing interest in devel-
oping interpretable and explainable machine learning 
models for deepfake detection. Interpretability and ex-
plainability are fundamental concepts in machine learn-
ing, where interpretability refers to understanding how a 
model functions and makes predictions consistently [1], 
while explainability involves providing human-
understandable explanations for the model's decisions [2].  

Various deepfake detection methods have been intro-
duced, including Supervised Contrastive Learning (SCL) 
[3], attention-based architecture [4], pairwise learning 
with XceptionNet [5], and graph neural networks [6]. 
These methods employ different techniques to enhance 
detection performance but may have limitations such as 
the need for extensive training data or computational re-
sources. Additionally, approaches like Diff-ID [8] focus on 
specific forgery types, while HolisticDFD [9] combines 
spatial, temporal, and spatiotemporal embeddings for 
detection. There's a notable emphasis on interpretability, 
with methods employing explanations like gradient anal-
ysis and prototype-based classifiers [10-16]. However, 
there remains room for improvement in interpretability 
and explainability in deepfake detection. 

The current literature predominantly focuses on deep-
fake detection, but often overlooks the crucial aspects of 
interpretability and trustworthiness. Many existing meth-
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ods only classify faces as real or fake or provide probabil-
ity scores without offering insights into the decision-
making process. There is a clear need for a deepfake de-
tection system that not only identifies manipulated con-
tent but also provides comprehensible explanations for 
human understanding and trust. To address these limita-
tions, we introduce a novel approach called ExplaNET, 
which emphasizes interpretability and explainability in 
deepfake detection. ExplaNET employs a prototype-
based network framework, where prototypical represen-
tations are generated by analyzing features extracted from 
both real and fake samples. These representations are 
then utilized to assess testing samples, comparing their 
features to the prototypical representations to determine 
similarity. ExplaNET distinguishes out for its ability to 
provide precise reasons for its decisions. By projecting 
prototypes onto representative image patches selected 
from the training dataset, we gain a better understanding 
of the distinct features that distinguish authentic from 
manipulated samples. This method significantly im-
proves transparency and enables expert interpretation of 
the model's findings. The main contributions of this work 
are: 

•! Introducing a novel prototype based ExplaNET 
method for detecting deepfakes. 

•! Proposing an interpretable and explainable deep 
learning model to enhance the reliability of deep-
fake detection. 

•! Conducting extensive experimentation, including 
cross-corpora evaluation, to demonstrate the ef-
fectiveness and significance of our approach. 

The remaining paper is organized as follows: Section 2 
presents a comprehensive literature review of existing 
techniques, Section 3, we provide a detailed exposition of 
the proposed ExplaNET architecture, explaining the key 
components, namely, the Backbone Network, Prototype 
Layer, and Fully Connected Layer. Section 4 presents the 
evaluation results, encompassing performance measure-
ment metrics and insights into the datasets employed 
during experimentation and Section 5 explains the abla-
tion study performed for the proposed methodology. Fi-
nally, in Section 6, we draw conclusions based on the 
findings and contributions presented in this work. 

2! LITERATURE REVIEW 
Most of the research on detecting deepfakes primarily 
relies on deep neural networks. For instance, in [3], Su-
pervised Contrastive Learning was introduced for deep-
fake detection, aiming to enhance the generalization and 
explainability of detection models. This approach utilizes 
a supervised contrastive loss function to classify real and 
fake samples and generates class activation maps to high-
light relevant regions in the input data. However, it ne-
cessitates access to both real and fake videos of the same 
individual during training, which may not always be fea-
sible. Similarly, [4] proposed an attention-based architec-
ture for deepfake detection, leveraging an ensemble of 
models to enhance detection performance. This method 
generates attention maps using Grad-CAM explanations 

to provide insights into the decision-making process. 
Nonetheless, it requires substantial computational re-
sources during training. In [5], pairwise learning and 
complementary information from different color space 
representations were utilized for deepfake detection. This 
approach employed a multi-channel XceptionNet to clas-
sify real and fake images and incorporated t-SNE and 
attention maps to explain the decision-making process. 
However, its applicability to real-world scenarios may be 
limited. Additionally, [6] introduced a graph neural net-
work for identifying deepfakes by partitioning images 
into nodes and constructing a graph based on low-level 
features like color and texture. While this method offers 
insights into the model's decision-making process, com-
puting the adjacency matrix for large graphs can be time-
consuming, impacting scalability when dealing with ex-
tensive datasets. In [7], deep learning approaches such as 
InceptionResNetV2, DenseNet201, ResNet152V2, and 
InceptionV3 were used to train the deepfake detection 
model. After the training phase, the model makes predic-
tions on unseen images. To validate its decision-making 
process and ensure trustworthiness in deepfake detection, 
the model employs the Local Interpretable Model-
Agnostic Explanations (LIME) algorithm within the realm 
of Explainable AI (XAI).  It should be noted, however, that 
the framework lacks extensive testing for robustness in 
the presence of various noise perturbations. Diff-ID was 
introduced in [8] as an effective framework for assessing 
identity loss in facial manipulations. Using a face-
swapping generator, it aligns test images with a reference 
image in an identity-insensitive attribute feature space 
and uses a custom metric to identify identity loss. Diff-ID 
performs well in detecting deepfake images and general-
izes to various forgery methods while remaining robust to 
image distortions. However, it focuses on face-swapping 
detection and may not capture subtle identity changes in 
other forgery types. In [9], a deepfake detection method 
named HolisticDFD was introduced that uses a trans-
former-based approach. It effectively combines spatial, 
temporal, and spatiotemporal embeddings to identify 
deepfakes. This approach is characterized by its light-
weight and compact nature, delivering impressive results. 
HolisticDFD intelligently fuses embeddings from spatial, 
temporal, and spatiotemporal dimensions to distinguish 
deepfakes from real videos. By incorporating these di-
verse data perspectives, the model enhances its ability to 
learn improved data representations, leading to enhanced 
performance. These methodologies utilize a variety of 
explanation techniques to attain varying levels of inter-
pretability. For example, grad cams explain the model's 
internal processes, activation maximization aids in visual-
izing neurons, and deconvolution or up-convolution 
techniques visualize the architecture's layers. Despite the 
significant strides made by these models in achieving 
precise predictions, there is still ample room for enhanc-
ing their interpretability and explainability.  

One prominent approach to explaining DNNs is 
posthoc analysis via gradient [3], [4], [5], [6], [7]. This 
method offers insights into the model's behavior without 
altering the underlying architecture and building frame-
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works. However, it lacks interpretability by design and 
does not inherently possess self-explanatory capabilities. 
In contrast, another line of research focuses on providing 
more intuitive and understandable explanations for non-
experts by conceptualizing interpretability as general 
concepts rather than raw inputs. Chen et al. [10] intro-
duced a deep learning model for image recognition that 
utilizes prototypes derived from a clustering algorithm 
applied to similar patches from training images. This ap-
proach can be easily extended to new classes without re-
quiring retraining and involves minimal human interven-
tion. Similarly, in [11], a hierarchical prototype-based 
method was proposed for object classification within a 
predefined taxonomy. This method selects the most simi-
lar prototype at each level to make predictions, facilitat-
ing the classification of previously unseen classes. Addi-
tionally, in [12], natural language explanations of proto-
type representation for a class were generated using gra-
dient and optimization techniques to enhance interpreta-
bility. Nauta et al. [13] presented a ProtoTree for fine-
grained image recognition, employing prototype learning 
and decision trees. However, its efficacy hinges on the 
prototypes' ability to accurately represent the class and 
may not consistently provide precise local explanations. 
Another approach by Trinh et al. [14] utilized dynamic 
prototypes to differentiate real videos from deepfakes by 
capturing their unique characteristics. This involved ap-
plying a DNN-based encoder to generate dynamic proto-
types, which were then used to compute similarity scores 
for the test videos. However, this method necessitates a 
substantial amount of training data. The Dynamic Proto-
type Network (DPNet) was introduced in [15] as a deep-
fake detection technique. It comprises three key compo-
nents: a feature encoder, a prototype layer, and a class 
layer. The HRNet-based feature encoder preserves high-
resolution detail while extracting key features for catego-
rization. By contrasting input latent representations with 
prototype vectors obtained from the training set, the pro-
totype layer calculates similarity scores. These similarity 
scores are used by the class layer to categorize input as 
either pristine or altered. However, DPNet's performance 
may be sensitive to the quality of prototype vectors and 
the training data. In [16], a Vision Transformer (ViT) was 
employed to process images in a sequence-based manner. 
It utilizes the Vit-L-32 version of ViT model, to train clas-
sifiers (SVM, KNN, Naive Bayes, xDNN) based on ViT's 
1024-dimensional class tokens. These classifiers distin-
guish between real and false images while also providing 
interpretability. For analyzing model behavior using pro-
totypes, SVM identifies the three closest support vectors 
to testing samples. xDNN computes similarity scores be-
tween input images and identified prototypes, resulting 
in the extraction of rules that describe the model's behav-
ior. However, interpretability is dependent on prototype-
based classifiers and can vary depending on the quality of 
the prototype and the individual use case. 

3! METHODOLOGY 
The following section provides a comprehensive explana-

tion of the proposed ExplaNET framework for detection 
of deepfake videos. The architecture of the proposed 
framework is shown in Fig. 1. 
3.1 Facial Pre-Processing 
In the initial phase of pre-processing, we employed the 
Multi-task Cascaded Convolutional Neural Networks 
(MTCNN) [17] face detector to identify and extract facial 
regions from the input video. The MTCNN operates by 
progressively identifying facial landmarks such as the 
eyes, nose, and mouth, starting from broader features and 
gradually refining to finer details. We chose to utilize the 
MTCNN due to its exceptional capability in accurately 
detecting faces, even under challenging conditions such 
as occlusion and varying illumination. Unlike alternative 
facial detection methods [17], the MTCNN offers robust 
performance across a range of environmental factors. 

3.2 Architecture Overview of ExplaNET 

The schematic representation of the proposed architecture 
is depicted in Fig. 1. ExplaNET is composed of three pri-
mary elements: the backbone network , the prototype 

layer , and the fully connected layer . The model is 
structured to process input data in the form of video 
frames, denoted as , where  represents 

individual samples and  denotes their corresponding 
labels. The subsequent sections elaborate on each compo-
nent, while the overall framework algorithm is delineated 
in Algorithm 1. 

3.2.1 Backbone Network Configuration 
ExplaNET leverages the DenseNet-121 architecture's con-
volutional layers, augmented by two additional convolu-
tional layers, serving as its backbone network. The activa-
tion function employed for the convolutional layers is 
Swish, except for the final layer, which utilizes the sig-
moid function. Swish activation is preferred due to its 
non-monotonic nature, which enhances the network's 
representational capacity. This characteristic proves bene-
ficial in discerning intricate and nuanced patterns in 
deepfakes, where minute features play a crucial role in 
precise classification. The convolutional layers of the pro-
posed approach extract pertinent features  from the 
input image , which are subsequently utilized for pre-
diction. The convolutional output  possesses a spa-
tial dimension of W!H!D, with the number of output 
channels  in the additional convolutional layers chosen 
from 128, 256, or 512 through cross-validation tailored to 
our dataset. 

3.2.2 Prototype Layer: Learning Discriminative 
Representations 

The prototype layer stands as a pivotal element within 
our ExplaNet architecture. This layer adeptly learns dis-
tinctive representations for each class with minimal la-
beled data.  
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Fig. 1. ExplaNET Architecture: Our deepfake detection model consists of a Backbone Network (DenseNet-121 with ad-
ditional layers), a Prototype Layer for discerning activation patterns, and a Fully Connected Layer for predictions. The 
figure visually outlines the interplay of these components, enhancing understanding of the ExplaNET methodology.

In ExplaNet, a set of  prototype vectors, 

 shaped as  is strategically posi-
tioned in the latent space to capture unique activation 
patterns observed in the convolutional feature maps. 

Here, the prototype layer  computes the squared dis-

tance  between each prototype vector  and every 

spatial patch  in the input feature map , sub-
sequently converting the distance into n similarity maps 
for each prototype. These maps serve to identify the pres-
ence of prototypical features within the image. The activa-
tion map of similarity scores for each prototype unit is 
then globally max-pooled to yield a singular similarity 
score, denoting the intensity of the prototypical feature 
within a given image patch. The shape of the prototype 
vectors aligns with the dimensions of the smallest facial 

patch in , and  calculates  similarity scores as: 

  (1) 

Where  represents the similarity score between the 

prototype  and feature map . 

3.2.3 Fully Connected Layer Configuration 
Within the network architecture, a fully connected layer 
performs computations by weighting the sums of similar-

ity scores denoted as , where  rep-

resents the weights and  signifies the number of 
classes. These computed values undergo transformation 
through a SoftMax function to yield the predicted proba-
bilities according to the formula: 

 !"# $ !"#$%!&

' !"#$%"&
#

"$%

  (2) 

To ensure effective representation of each class, we al-
locate  prototypes for every class  within the range 

of . Consequently, the final model comprises  
prototypes for each class. 

3.3 ExplaNET Training 
In training ExplaNET, our objective is to establish a robust 

representation of forgeries ensuring the proximity of pro-
totype vectors to input image patches, distinction be-
tween real and fake artifacts, and model interpretability. 
We employ a loss function across all layers, excluding the 
fully connected layer, prototype projections, and optimi-
zation of the fully connected layer. These training stages 
are iterated multiple times in a cycle. 

3.3.1 Optimization of Loss Function  
In the initial training stage, our aim is to establish a latent 
space where image patches cluster around prototypes that 
signify similar semantic classes. The clusters associated 
with prototypes from both classes should be well-

separated in terms of their  distance. To achieve this 
objective, we employ loss functions to optimize the pa-
rameters of the convolutional layers and the prototypes in 

the prototype layer.  Let  represent the 

training dataset, where  denotes the image samples 

and represents their labels. The objective function we 

aim to minimize involves hyperparameters ,  , and 

. It encompasses four distinct loss functions: cross-
entropy, clustering, separation, and diversity, calculated 
as follows: 

(3) 

Where , %& and& & represent the clustering, 

separation, and diversity loss functions, respectively.  
signifies the training parameters of both the backbone 
network  and prototype layer ' The cross-entropy 
function, which ensures classification accuracy, is com-
puted as follows: 
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Conversely, the clustering loss aims to minimize 

the squared distance  between a latent patch from a 
training sample and its closest prototypical vector of the 
same class. The expressions for these loss functions are 
provided below: 
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Here, refers to the collection of prototypical vec-

tors assigned to class . The separation loss , on the 
other hand, fosters distance between each patch of an 
altered training video and the genuine prototypes, and 
vice versa. It is computed as: 

 =172 $ 5 (
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Furthermore, the diversity loss &penalizes similari-
ty between prototypes up to a certain threshold, resulting 
in more expressive and diverse representations. It is ex-
pressed as: 
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where smax is used to set an upper limit for similarity. 
This cosine similarity-based loss evaluates the angle be-
tween prototype vectors, regardless of their lengths, 
thereby enabling us to penalize similarity between proto-
types up to a specified threshold, thus promoting the cre-
ation of diverse and expressive dynamic representations. 

3.3.2 Prototype Visualization and Projection 
Throughout the training phase, we implement a projec-
tion step at regular intervals to visualize the prototypes. 
This step involves mapping prototype vectors onto actual 
image patches extracted from the training dataset, specifi-
cally for all prototype vectors associated with a particular 
class. The projection process identifies the most similar 
latent representation of a manipulated or authentic image 
patch within the same class. As a result, test predictions 
rely on the similarities observed between the test sample 
and the prototypes learned during training. 
    It is important to mention that these projections are not 
based on explicit definitions from individual training im-
ages but are a result of the collective learning process dur-
ing training. The prototypes are learned dynamically 
through the optimization of the model, and the projection 
aims to visualize the association between prototypes and 
their corresponding training images. The images used in 
Figure 2c, representing the prototypes, are selected based 
on their proximity to the prototypes in the latent space, 
providing insights into the diversity and origin of the 
learned prototypes.    
    The temporal complexity of prototype projection is 
comparable to that of a convolutional layer's feedforward 
computation followed by global average pooling. This is 
because the projection step computes the shortest dis-
tance across all prototype-sized patches, while global av-
erage pooling calculates the average of dot products 
across all filter-sized patches. Consequently, the prototype 
projection does not introduce any additional time com-
plexity to the network training process. 
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Fig. 2. The explainability (reasoning process) of the ExplaNET for real (A) and fake (B) classes.

3.3.3 Optimization Function for Sparsity 
During the training phase, we implement optimization 
technique on the weighted matrix of the fully con-

nected layer to promote sparsity within our proposed 
methodology. This sparsity characteristic diminishes the 
dependence on negative reasoning processes. The 
optimization problem is formulated and solved as: 

?@A (
B

> ()*++,-.)*/!0I6 J I2 J K0+*3% !*3 L
B

*-(

! M NO6
,+8N

D

,-(+8E2":2#

  (8) 

Here, ! is a hyperparameter applied to the weights of 
the fully connected layer to encourage sparsity. Specifical-
ly, ! represents the sum of the absolute values of the 
weights that connect to prototypes not associated with the 
current input sample. It encourages the network to use 
only a small subset of the prototypes for each input 
sample, reducing reliance on negative reasoning 
processes and potentially improving accuracy. 
Importantly, ! only impacts the weights of the fully 
connected layer   with-out altering the prototypes or 
the learned latent space. Throughout the optimization 
process, the prototypes and the learned latent space 
remains fixed, and any accuracy improvement is achieved 
purely through the sparsity-inducing !. 

3.4!Visualization of Prototype Regions 
In order to precisely identify the specific patch of an 

input that corresponds to the given prototype , 
within the ExplaNET framework, a crucial step involves 
determining the latent patch  that is most strongly acti-
vated by . During the training phase,  serves as a 
representative patch for , as it should exhibit the 
highest activation level in response to . To achieve 
this, is passed through the trained ExplaNET and the 
activation map generated by the prototype unit (be-
fore maxpooling) is up sampled to match the size of  as 
depicted in the prototype layer in Fig. 1. The region of the 
activation map displaying the highest activation signals 
the patch of  that is most strongly influenced by .  

To visualize , we pinpoint the region within the in-
put image that corresponds to the prototype by identi-
fying the smallest rectangular patch. This patch encapsu-
lates the pixels with the highest activation values in the 
up-sampled activation map generated by the prototype 
unit. Essentially, this rectangular patch represents the la-
tent patch utilized during the training phase as a repre-
sentation of the prototype . By visualizing this identi-
fied patch, we gain insight into the specific features en-
capsulated by the prototype, thus enhancing our under-
standing of the role it plays within the ExplaNET architec-
ture. 

4! EXPERIMENTAL SETUP AND RESULTS 
To provide transparency and reproducibility in our exper-
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imental setup, we present a table detailing the key hy-
perparameters and their corresponding values used in 
our proposed model. These parameters play a crucial role 
in shaping the model's architecture, training process, and 
overall performance. Table 1 summarizes the essential 
hyperparameters along with their assigned values. 

TABLE 1 

REPRESENTATION OF HYPERPARAMETERS 

Hyperparameter  Value 
Base Architecture DenseNet-121 
Activation Function (Backbone)  Swish 
Activation Function (Fully Con-
nected Layer) 

Sigmoid 

No. of Classes 2 
Train Batch Size 80 
Test Batch Size 100 
Learning Rate  1e-4 
Cross Entropy  1 

 0.4 
 -0.4 
 0.2 

smax 0.5 
!  1e-4 
Train Epochs 300 

4.1!Dataset 
We conducted a comprehensive assessment of our pro-
posed methodology's performance across three distinct 
datasets: FaceForensics (FF)++, Celeb-DF, and Deepfake 
Detection Challenge- Preview (DFDC-P). The FaceForen-
sics++ [18] dataset, comprising over 1,000 videos, encom-
passes both original and manipulated videos, accompa-
nied by ground truth masks that indicate the manipulated 
frames. These manipulated videos were generated using 
four distinct techniques: Deepfakes, Face2Face, FaceSwap, 
and NeuralTextures. Notably, the dataset features a di-
verse array of individuals, including those wearing glass-
es and varying illumination levels, posing a challenge for 
differentiating between genuine and fake samples. Given 
its comprehensive nature, the FaceForensics++ dataset 
has emerged as a standard benchmark for evaluating 
deepfake detection algorithms. Some samples of FF++ are 
shown in Fig. 3. 

On the other hand, the Celeb-DF dataset [19] comprises 
over 600,000 videos, each accompanied by ground truth 
labels indicating their authenticity. The real videos, 
sourced from YouTube, feature interviews with celebrities 
spanning diverse ethnicities, genders, and age groups. 
Conversely, the fake videos were synthesized using vari-
ous deepfake generation techniques such as face swap-
ping and facial re-enactment. Notably, the dataset encom-
passes a wide range of subjects, including politicians, ce-
lebrities, and individuals from the general population, 
thus rendering it one of the most rigorous and extensive 
datasets for deepfake detection. A few samples are visual-
ized in Fig. 4. 

Furthermore, the DFDC-P [20] dataset contains more 
than 5000 videos, featuring paid actors and synthesized 

using deep learning methods to produce both real and 
manipulated faces under varying lighting, angles, and 
expressions. The dataset encompasses a diverse array of 
scenarios and subjects, including news footage, political 
speeches, and social media posts. Fig. 4 shows a few sam-
ple images of DFDC-P. 

4.2!Evaluation of Proposed Method’s Performance  
We assessed the effectiveness of our proposed ExplaNET 
on real and fake samples from the FaceForensics++, Ce-
leb-DF, and DFDC-P datasets through a two-stage exper-
iment.  

4.2.1 Performance Evaluation on FaceForensics++ 
Dataset 

Initially, utilizing ExplaNET, we distinguished between 
real and fake samples within each FF++ subset, including 
Deepfakes, FaceSwap, Face2Face, NeuralTextures, and 
FaceShifter. Table 2 illustrates the results, with the Fac-
eSwap subset achieving the highest accuracy of 98.2%, 
while the FaceShifter subset had the lowest accuracy of 
89.1%. These findings showcase the proficiency of Ex-
plaNET in effectively discerning between faces that have 
undergone both identity and expression swapping across 
the diverse subsets within the FF++ dataset. By reliably 
recognizing a broad spectrum of altered facial features, 
ExplaNET exhibits robustness and versatility in address-
ing the challenges posed by the various techniques used 
to generate deepfakes within the FF++ dataset. 

4.2.2 Performance Evaluation on Celeb-DF and 
DFDC-P 

Subsequently, we conducted an evaluation of ExplaNET 
using both the real and fake samples from the Celeb-DF 
and DFDC-P datasets, and the results are presented in 
Table 3. The notably high accuracy rate of 96.05% attained 
on the Celeb-DF dataset highlights ExplaNET's capability 
to effectively discern highly realistic face-swapped sam-
ples, characterized by minimal color variation and tem-
poral flickering. This achievement holds significant im-
portance as such highly realistic face swaps pose consid-
erable challenges for detection due to their superior quali-
ty and limited artifacts. Additionally, ExplaNET achieved 
an accuracy rate of 92.53%, indicating its proficiency in 
distinguishing between samples characterized by low 
illumination and side-angle poses. These samples present 
difficulties for accurate classification due to their fewer 
discriminative features, yet ExplaNET showcases its abil-
ity to extract meaningful features and accurately classify 
even the most challenging instances. 

Overall, the exceptional accuracy rates and AUC scores 
achieved across the FaceForensics++, Celeb-DF, and 
DFDC-P datasets underscore the robustness and versatili-
ty of the proposed ExplaNET model. Its adeptness in ac-
curately detecting deepfakes across diverse datasets, each 
presenting unique traits and generative algorithms, high-
lights the promising potential of ExplaNET for real-world 
applications in deepfake detection. 
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Fig. 3. Samples of FaceForensics++. 

 
Fig. 4. Samples of Celeb-Df and DFDC-Preview.

TABLE 2 

EVALUATION OF PERFORMANCE ON FF++ DATASET 

 DF FS F2F NT SH 
Accuracy 98.2% 98.4% 92.3% 91.1% 89.1% 
AUC  0.97 0.98 0.93 0.87 0.84 
F1- Score 0.966 0.982 0.926 0.889 0.865 

TABLE 3  

EVALUATION OF PERFORMANCE ON CELEB-DF & 
DFDC-P 

 Celeb-DF DFDC-P 
Accuracy 96.05% 92.53% 
AUC 0.95 0.93 
F1- Score 0.913 0.927 

4.3 Evaluation of Proposed Method’s Performance 
on Cross Dataset 
In the Cross Dataset Evaluation, we conducted an exper-
iment using the FF++, Celeb-DF, and DFDC-P datasets to 
evaluate the transferability and generalizability of our 
proposed method. This experiment includes various sce-
narios: 1) training on the entire FF++ dataset and testing 
on Celeb-DF, DFDC-P, and vice versa, 2) training on Ce-
leb-DF and testing on DFDC-P, and 3) training on DFDC-
P and testing on Celeb-DF. The results, as depicted in Ta-

ble 4, reveal that the model trained on FF++ exhibits 
higher accuracy on the test sets of Celeb-DF and DFDC-P 
compared to other datasets. The FF++ dataset, character-
ized by diverse attributes such as lighting conditions, 
backgrounds, ages, genders, and ethnicities, including 
both expression and identity swap techniques, serves as a 
standardized benchmark. Conversely, the DFDC-P 
trained model demonstrates lower accuracies, potentially 
due to the presence of challenges like very low illumina-
tion and side-angled poses. Each dataset presents unique 
traits and generative algorithms, underscoring the im-
portance of assessing the transferability and generalizabil-
ity of our method across multiple datasets. The outcomes 
of our cross-dataset experiment validate the efficacy of 
our approach in achieving convincing accuracies across 
diverse datasets. 

4.2!Detailed Analysis of Explainability and 
Decision-Making Process on the Test Image 

We conducted an in-depth analysis to determine the ex-
plainability power and decision-making mechanism em-
ployed by our ExplaNET model. Our objective was to 
provide insights into how ExplaNET effectively catego-
rizes a real sample test image by using its learned proto-
types. Fig. 2 serves as a visual representation of the deci-
sion-making process, wherein the latent features  
extracted from the test image  (Fig. 2a) are compared 
with the learned prototypes (Fig. 2b) to find evidence for 
its classification to a certain class . This comparison 
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involves evaluating the similarity scores between the la-
tent patches representation  and each prototype  
corresponding to a specific class  (as depicted in Fig. 
2e). These similarity scores are then utilized to generate 
an activation map, which highlights the regions of the 
image activated by each prototype (Fig. 2d). Notably, the 
bounding boxes overlaid on the original sample image 
(Fig. 2a) signify the most activated image patches for each 
prototype (Fig. 2b).  

For instance, in the case of the first prototype of the 
real class, it predominantly activates the lower facial area 
of the testing image, whereas the second prototype exhib-
its strong activation in the right side of the nose and lips. 
The similarity scores between image patches and proto-
typical features are subsequently weighted and averaged 
to derive an overall score for the sample belonging to a 
specific class. This iterative process continues for each 
class until the network accurately identifies the testing 
image as a real sample. Our observations reveal that Ex-
plaNET places emphasis on particular facial features, 
such as the nose and lips, enabling precise detection of 
real and deepfake samples. By offering insights into the 
decision-making process of ExplaNET, our study enhanc-
es the transparency and interpretability of our model. 

4.5 Comparative Analysis with the State-of-the-art 
Methods 

We conducted a comprehensive comparative analysis to 
assess the efficacy of our proposed ExplaNET in detecting 
deepfakes, particularly focusing on methods that priori-
tize interpretability. Our evaluation entailed comparing 
ExplaNET's performance with that of existing methods, 
specifically examining its effectiveness on the FaceForen-
sics++, Celeb-DF, and DFDC-P datasets. The results, pre-
sented in Table 5, demonstrate the strength of ExplaNET, 
which either outperforms or closely matches the perfor-
mance of other methods. Notably, ExplaNET achieves the 
highest accuracy on subsets characterized by expression 
swapping, such as Face2Face and NeuralTextures, show-
casing remarkable accuracy gains of 27.7% and 35.6%, 
respectively, compared to [3]. These subsets pose signifi-
cant challenges due to subtle semantic alterations, yet our 
model demonstrates exceptional capabilities in distin-
guishing them from genuine samples, surpassing con-
temporary methods. In contrast, [3], which utilizes con-
trastive learning, exhibits the lowest accuracy across all 
subsets of FF++, primarily due to its sensitivity to nega-
tive sample selection and its reliance on complex models 
demanding extensive computational resources. Further-
more, ExplaNET demonstrates relatively lower accuracy 
on the FaceShifter subset, attributed to the inherent diffi-
culty in detecting faces generated by this algorithm with 
minimal semantic changes.  

Upon comparison with methods [4] and [6] evaluated 
on Celeb-DF and DFDC-P datasets, ExplaNET emerges as 
the top performer, achieving the highest accuracy for both 
datasets. Notably, ExplaNET surpasses [4] by achieving a 
2.65% higher accuracy on Celeb-DF, while outperforming 
[6] on DFDC-P with an accuracy gain of 0.53%. It's im-
portant to note that [4] employs an ensemble of weakly 

supervised models trained using limited labeled data and 
unlimited unlabeled data, achieving commendable accu-
racies of 93.64% and 92.4% on Celeb-DF and DFDC-P, 
respectively. However, ExplaNET's accuracy surpasses 
that of [4] on both datasets, underscoring its superior per-
formance. 

ExplaNET outperformed most of the cutting-edge 
algorithms on the FaceForensics++, Celeb-DF, and DFDC-
P datasets. This higher performance demonstrates 
ExplaNET's adaptability to the wide range of 
manipulations observed in these datasets. The deepfake 
techniques used to generate the manipulated content vary 
in intricacy, detail, and modification type. For instance, 
some deepfake techniques may involve subtle changes in 
facial expressions, while others may involve more drastic 
changes, such as replacing an entire face with another 
person's face. ExplaNET's ability to distinguish these 
manipulations with high precision demonstrates its 
adaptability and robustness in detecting a variety of 
deepfake techniques. 

TABLE 4  

EVALUATION OF PERFORMANCE ACROSS DIFFERENT 
TEST DATASETS 

 Test Dataset 
Train Dataset  FF++ Celeb-DF DFDC-P 
FF++ 97.9% 81.26% 78.6% 
Celeb-DF 74.71% 96.05% 70.04% 
DFDC-P 71.97% 67.2% 92.53% 

TABLE 5  

COMPARATIVE ANALYSIS WITH STATE-OF-THE-ART 
METHODS 

Paper DF FS F2F NT SH FF+
+ 

C-
DF 

DFD
C-P 

[3] 83.9 49.7 64.6 55.5 - - - - 
[6] 98.9 98.0 62.4 75.0 97.7 97.1 93.9 92.0 
         
[4] - - - - - - 93.6 92.4 
[14] - - - - - 98.2 - - 
Ex-

plaNET  

98.2 98.4 92.3 91.1 89.1 97.9 96.0 92.5 

5! ABLATION STUDY 
A comprehensive analysis was performed using the Face-
Forensics++ [18] dataset, employing an ablation study to 
highlight the significance of various convolution neural 
network (CNN) backbone architectures. Furthermore, the 
study investigated the impact of different activation func-
tions on both the backbone network and prototype layer. 
It also examined the effects of removing terms from loss 
function and selecting parameters for the architecture. 

5.1 Selecting Backbone Architectures for Deepfake 
Detection 

In this study, various CNNs were assessed for their effec-
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tiveness in detecting deepfakes. The experiment utilized 
the FaceSwap and Deepfakes subsets of FaceForensics++, 
comparing real and fake samples to analyze model per-
formance. Different pre-existing neural networks, namely 
VGG-16, ResNet-101, ResNet-152, DenseNet-121, and 
DenseNet-201, along with their corresponding frame-
works using the ReLu activation function, were employed 
in the backbone architecture. The results, presented in 
Table 6, indicate that DenseNet-121 outperformed other 
models, achieving the highest accuracy on both subsets. 
The exceptional performance of DenseNet-121 and 
DenseNet-201 can be attributed to their feature reuse 
property, facilitating efficient propagation of information 
across the network. This property allows the models to 
learn more discriminative features for deepfake detection, 
leading to faster convergence. Moreover, the parameter 
efficiency of DenseNet-121 and DenseNet-201 contributes 
to improved generalization performance and reduced risk 
of overfitting. These findings support the selection of 
DenseNet-121 as the backbone network and suggest po-
tential for DenseNet-201 in deepfake detection. 

5.2 Assessing Activation Functions for Backbone 
Architectures 

This experiment aimed to analyze the impact of different 
activation functions on the backbone network. Three 
commonly used activation functions, ReLu, GeLu, and 
Swish were considered due to their prevalence in the lit-
erature and their potential to enhance network perfor-
mance. Using DenseNet-121 as the backbone architecture, 
real and fake samples from the FaceSwap and Deepfakes 
sets were compared to evaluate the performance of each 
activation function. Results presented in Table 7 indicate 
that the Swish activation function outperformed ReLu 
and GeLu in terms of accuracy. Swish's smoother curve 
facilitates optimization, mitigating issues such as the dy-
ing ReLu problem and enabling faster convergence dur-
ing training. Additionally, Swish's non-monotonic behav-
ior aids the model in learning complex patterns in the 
data, contributing to its superior performance. 

5.3 Analyzing Activation Functions for Prototype 
Layers 

This experiment analyzed the impact of various activation 
functions on the prototype layer of DenseNet-121, utiliz-
ing the Swish activation function. The Logarithmic and 
Linear activation functions were evaluated using real and 
fake samples from the FaceSwap and Deepfakes sets of 
FF++. Results in Table 8 demonstrate that the Logarithmic 
function outperformed the Linear function. This superior-
ity can be attributed to the Logarithmic function's ability 
to compress a wide range of input values into a narrow 
output range, facilitating effective representation of input 
data in the prototype layer. In contrast, the Linear activa-
tion function's lack of nonlinearity makes it challenging to 
capture intricate relationships between input and output, 
resulting in a less effective representation. Therefore, the 
Logarithmic activation function emerges as a viable op-
tion for compressing input values and capturing intricate 
relationships, leading to a more effective representation of 

input data in the prototype layer. 

5.4 Impact of Removing Terms from Loss Function 
This experiment aimed to systematically evaluate the in-
dividual impact of components in our loss function (Eq. 
3). Each term, namely  (with = 0.0), (with
= 0.0), and (with = 0.0), was selectively removed 
to evaluate its influence on the model's performance. The 
FaceForensics++ dataset was used for this analysis, and 
the results are detailed in Table 9.  When each individual 
component was removed, we noticed a significant drop in 
accuracy. Specifically, without , there was 1.5% accu-
racy drop due to overlapping clusters, disrupting the 
guidance for coherent prototype cluster formation. Omit-
ting   resulted in decreased accuracy, causing ambig-
uous class boundaries as is vital for maintaining dis-
tinct boundaries between prototype clusters. The exclu-
sion of reduced diversity, impacting model robust-
ness by preventing prototype duplication and ensuring 
diverse and expressive representations. This comprehen-
sive analysis sheds light on the critical role of each loss 
component in enhancing model performance and promot-
ing diversity in representations. 

5.5 Choosing Parameters for the Architecture 
This experiment aimed to assess the influence of different 
values of smax and !  on the model's performance. Various 
values of smax and !  were explored on the FaceForensic++ 
dataset, and the outcomes are presented in Tables 10 and 
11. Upon a detailed examination of diverse smax values, as 
shown in Table 10, it was revealed that smax = 0.5 resulted 
in notably higher accuracy, reaching 98.2%. Further inves-
tigation indicated that this value finds an optimal balance 
between inducing sparsity and preserving information 
content, contributing to improved model accuracy. The 
selection of smax plays a crucial role in managing the im-
pact of prototypes on the model's learning process. A val-
ue of 0.5 achieves a harmonious equilibrium, efficiently 
capturing relevant information from prototypes without 
introducing undue sparsity or redundancy. This finding 
underscores the significance of careful hyperparameter 
tuning for achieving peak performance in our proposed 
model. 

In another experiment, we explored variations in the 
hyperparameter ! , responsible for regulating the impact 
of the sum of absolute values of weights in the fully con-
nected layer. The outcomes presented in Table 11 indicate 
that the model's accuracy remains relatively consistent in 
the proximity of the chosen value (!  = 0.0001). More pre-
cisely, accuracy ranged from 98.15% to 98.2% for various 
selected !  values. This consistency suggests the effective-
ness of the chosen !  value, with minor deviations not sub-
stantially affecting the overall performance of the model. 
The careful tuning of !  enables a delicate balance between 
inducing sparsity and preserving the model's accuracy. 
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TABLE 6  

PERFORMANCE EVALUATION ACROSS DIFFERENT 
BACKBONE ARCHITECTURES 

Network FaceSwap Deepfakes 
VGG-16 73.4% 73.98% 
ResNet-152 80.15% 82.83% 
DenseNet-121 84.1% 86.97% 
ResNet-101 79.33% 80.61% 
DenseNet-201 84.26% 87.08% 

TABLE 7  

COMPARATIVE PERFORMANCE ANALYSIS OF 

ACTIVATION FUNCTIONS FOR BACKBONE 
NETWORKS 

Activation Func-
tion 

FaceSwap Deepfakes 

ReLu 84.1% 86.97% 
GeLu 90.13% 94.3% 
Swish  98.4% 98.2% 

TABLE 8  

PERFORMANCE EVALUATION ACROSS DIFFERENT 
ACTIVATION FUNCTION FOR PROTOTYPE LAYER 

Activation Function FaceSwap Deepfakes 
Logarithmic  98.4% 98.2% 
Linear 91.99% 90.36% 

TABLE 9  

PERFORMANCE EVALUATION ON VARIOUS TERMS OF 
LOSS FUNCTION 

Term Removed Accuracy 
Drop 

 1.5% 

 0.9% 

 2.1% 

TABLE 10 

EVALUATION OF PERFORMANCE ON VARIOUS 

VALUES OF SMAX PARAMETER 

smax Values FaceSwap 
0.4 97.03 
0.5 98.2% 
0.6 98.29% 
0.7 98.11% 

TABLE 11  

PERFORMANCE EVALUATION ON VARIOUS VALUES 
OF !  PARAMETER 

!  Value" FaceSwap 
0.00005 98.15% 
0.0001 98.2% 
0.00015 98.18% 
0.0002 98.2% 

6! CONCLUSION 
In this paper, we introduced an innovative approach 
named ExplaNET, which utilizes prototype-based learn-
ing to construct an interpretable and transparent deepfake 
detection system. By harnessing the capabilities of proto-
type-based learning, we have created a deepfake detec-
tion framework that offers insights into the decision-
making process of the model, enhancing its transparency 
and reliability. Our empirical results, obtained from ex-
tensive experimentation on various datasets such as 
FaceForensics++, Celeb-DF, and DFDC-P, including cross-
dataset evaluations, demonstrate the superiority of our 
method over conventional black-box machine learning 
models in detecting deepfakes. These findings underscore 
the importance of developing interpretable and transpar-
ent deepfake detection methods to uphold the authentici-
ty and trustworthiness of digital video content. In the 
future, we aim to explore additional interpretability tech-
niques and extend the application of our approach to de-
tect unified audio-visual deepfakes. 
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